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2nd Generation Provisioning

QUICKSSL Premium™ CERTIFICATES
USE A FAST, AUTOMATED VETTING PROCESS:

1. Submit enrollment application online
2. Receive confirmation request at authorized 

email address
3. Click “APPROVE” to authorize certificate issuance
4. Receive your new QuickSSL Premium certificate by email

Total Time for Issuance: About 10 Minutes



© 2004 GeoTrust, Inc.  All rights reserved.

2

QuickSSL Premium Features and Benefits

Ultimate online protection, much lower price, in 10 minutes
True 128/256-bit SSL encryption
Near instantaneous provisioning – fully automated – no paperwork
GeoTrust does not interface directly with the customer
Lower cost solution: SRP of $249 vs. $995 (Verisign)
Includes dynamic seal with live time and date stamp 
99% Ubiquity
Competitive upgrade and renewal benefits
Multi-year options (1 – 6 years)
Unlimited, free re-issues
Fast deployment, customer is up and running in minutes!

Rapid deployment and ease of implementation means faster time to
revenue for reseller partners!
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QuickSSL Premium Demo

4 step process to order QuickSSL Premium

1.Submit enrollment application online

2.Receive confirmation request at authorized 
email address

3.Click “APPROVE” to authorize certificate issuance

4.Receive your new QuickSSL Premium certificate and site seal by 
email
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QuickSSL Premium Demo: Enrollment Form

Select the appropriate validity period
Choose from 1 to 6 years

Check the appropriate renewal option
If domain has an active GeoTrust certificate additional months will be added 

onto validity period of the new certificate
See chart on screenshot that outlines this program

Auto agent checks our database to confirm order is a renewal

Check the appropriate competitive upgrade option
If domain has an active certificate from a GeoTrust competitor additional 

months are added to validity period of the new certificate
Rounds up for the month (i.e. if a cert has 32 days left – 2 months are 

added)
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QuickSSL Premium Demo: Enrollment Form
Choose if you want to purchase GeoSupport for the order
GeoTrust offers telephone support that's there when you need it. Whether 

you are a first-time SSL user and need installation support, or just want the 
security of being able to get live assistance when you need it, GeoSupport
makes good business sense. Although all GeoTrust SSL certificate
customers get free email support, GeoSupport customers also get: 

Live phone support 
Priority case routing 
Extended support hours 4am - 9pm EST 
Scheduled installation assistance 

Choose either yes or no – cost is $10 when purchased with the 
order

All orders come with free re-issuance insurance
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QuickSSL Premium Demo: Enrollment Form
Select the appropriate number of server licenses

For each physical server that the domain you are ordering the certificate for 
resides on, you need a server license or a separate individual certificate. An 
example of this would be:

You have www.mydomain.com that resides on server A and server B. You 
need to protect this site on both servers.

Option 1 is to order 1 cert with 2 server licenses

Option 2 is to order 2 separate certificates

Cost is the same

Another example would be a customer looking to put a certificate on a load 
balancer – they need a license for each physical server behind the load 
balancer

Enter any special instructions in the space provided

http://www.mydomain.com/
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QuickSSL Premium Demo: Enrollment Form

Paste the Certificate Signing Request (CSR) in the 
CSR field

CSR = Certificate Signing Request
Generated via a tool or wizard on the Web server

Creates the public/private key pair used for SSL
The public key is submitted to GeoTrust and the private key stays on 

the server
Information contained in the CSR includes:

Common Name
Organization
Organization Unit
Country Code
State or Province
Locality (town)
Public Key

GeoTrust adds the public key to the certificate and sends certificate 
back to requestor
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QuickSSL Premium Demo: Enrollment Form

A verification form appears
View and verify domain you are ordering the cert for is correct
View and verify contents of the CSR

An option is available to replace the CSR
Renewal/Competitive upgrade information is available for 

review
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QuickSSL Premium Demo: Enrollment Form

Enter information for site administrator, technical 
contact, and billing contact

Site Administrator Contact
Person responsible for ordering/administering the certificate

Technical Contact
Person responsible for handling the certificate

Billing Contact
Person responsible for payment

Same person can be listed for all three



© 2004 GeoTrust, Inc.  All rights reserved.

16



© 2004 GeoTrust, Inc.  All rights reserved.

17

QuickSSL Premium Demo: Enrollment Form

QuickSSL Premium certificates rely on an authorized person to 
approve the request

Requestor chooses between:
Contacts listed on the whois database – an auto agent checks the whois db 

and obtains a list of contact email addresses
Alternate generic email addresses – these must be set up before the order is 

submitted or the approval email will not be delivered
Other – we contact requestor directly to identify approver e-mail
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QuickSSL Premium Demo: Enrollment Form

Order summary page appears to review and edit certificate 
request

View and edit information for the validity period, server licensing, special 
instructions, CSR, Approver email, site contacts, and billing

Provides information on certificate replacement policy

GeoTrust will replace or refund certificates that have been issued within seven (7) 
days only of the certificate issue date

Contains the QuickSSL Premium Subscriber Agreement

The “I agree to this Subscriber Agreement” radio button must be clicked
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QuickSSL Premium Demo

Order Confirmation Page with order ID appears
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QuickSSL Premium Demo: Approver email

Approval e-mail is 
sent to the address 
selected
Approver follows 

link in the e-mail to 
approve the request

Note: this email is 
sent after the 
enrollment process 
is complete
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QuickSSL Premium Demo: Fulfillment email

Once Approval is 
confirmed the 
Certificate is 
emailed to 
requestor

Contains actual 
certificate and link 
to download the 
site seal


	2nd Generation Provisioning
	QuickSSL Premium Features and Benefits
	QuickSSL Premium Product Demo
	QuickSSL Premium Demo
	QuickSSL Premium Demo: Enrollment Form
	QuickSSL Premium Demo: Enrollment Form
	QuickSSL Premium Demo: Enrollment Form
	QuickSSL Premium Demo: Enrollment Form
	QuickSSL Premium Demo: Enrollment Form
	QuickSSL Premium Demo: Enrollment Form
	QuickSSL Premium Demo: Enrollment Form
	QuickSSL Premium Demo: Enrollment Form
	QuickSSL Premium Demo
	QuickSSL Premium Demo: Approver email
	QuickSSL Premium Demo: Fulfillment email

