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(2 Vulnerability Manager

The quickest way for small businesses to find and remediate vulnerabilities
in online servers and internet-facing assets.
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Vulnerability Manager Product Overview

GeoTrust Vulnerability Manager is a fully automated vulnerability scanning service designed for
internet-facing servers and assets. It scans for 375,000+ known vulnerabilities, including OS issues,
software flaws, configuration mistakes, weak passwords, and more.
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Scans for 375,000+ Vulnerabilities. Flexible and Affordable. No contracts, no
Comprehensive automated scans check commitments. Scan one asset or scan 100.
your servers and infrastructure against an Pay only for what you need, whenever you
extensive vulnerability database—helping need it.

ensure weaknesses don't go undetected.

Comprehensive Asset Protection. Protects The Easiest Setup Ever. Vulnerability

a wide range of assets (both internet-facing Manager deploys in just a few minutes.
and on private networks), including Linux Just follow the quick, step-by-step guide
and Windows servers, load balancers, fire- to run your first scan.

walls, and more.

Prioritize What Matters Most. Our reports Share & Collaborate Easily. Download and
pinpoint which assets and vulnerabilities share reports with your team so the right
carry the highest risk, helping you focus your people see the issues and fix them fast.
time on remediating the vulnerabilities that Empowers collaboration to help ensure
matter most. critical issues aren’t overlooked.

Comprehensive Vulnerability Coverage

GeoTrust Vulnerability Manager includes both external and internal scanners to give you the
full security picture, detecting 375,000+ vulnerabilities including:

v 0S vulnerabilities (Windows/Linux/MacOS) v Insecure services (SSH, FTP, etc.)
v Unpatched software/applications v Database vulnerabilities

+ Insecure web applications v Web server software vulnerabilities
v CMS/web framework vulnerabilities v Web server misconfigurations

+ Unpatched libraries v Insecure system configurations

v Weak/default credentials + Backdoors/trojan horses

v Open ports and services v And many other types of CVEs
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How Vulnerability Scanning Reduces Security Uncertainty

Do our servers have exploitable vulnerabilities? How can we patch newly discovered

All servers and internet-facing assets are easily vulnerabilities before attackers see them?

discoverable and targetable by hackers. Even a single Receive instant email notifications the moment Vulnerability
unpatched system, misconfigured service, or exposed Manager detects any critical vulnerabilities or configuration
port can be exploited to gain unauthorized access. errors, so you can respond before an issue escalates.

Is our software actually up-to-date? What risks do external attackers actually see?
The scanner actively checks the version number By performing external scans, the manager simulates an

of every running service against its massive attacker'’s view. It identifies precisely which IP addresses,
database of known vulnerabilities (like those in ports, and services are exposed to the public.

the CVE database).

Are our security settings correct? If a vulnerability is found, what exactly do we do?
Scanning checks server configurations and flags Effective scanners don't just find problems. They provide
deviations from best practices, such as overly step-by-step remediation instructions. This turns a vague
permissive file permissions, weak passwords, or alert into a clear, prioritized checklist, giving you remediation
unnecessarily exposed network ports. Clarity.

Industry-Leading VVulnerability Detection

GeoTrust Vulnerability Manager is powered by proven vulnerability detection from Qualys,
the same award-winning technology that secures companies in 130+ countries.
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GeoTrust Horizon Platform

Built flexible for small businesses, GeoTrust Horizon gives small and medium businesses the

affordability and control they need to protect their sites, servers, and web apps. No contracts, no
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sales calls. Just the security you need with up-front pricing and tools that scale as you grow.

Platform Features

Detect & patch security vulnerabilities
Find security risks with internal and
external scans & fix vulnerabilities before
malicious actors exploit them.

Fully automated SSL/TLS security
Get always-on security. No more manually
installing or renewing SSL certificates.
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Secure websites, servers, web apps
Easily set up and manage security for all
your internet-facing assets, including
websites, servers, and apps.

24/7 monitoring & automation
Security on autopilot, with instant alerts
when action is needed.

Have more questions?
Get in touch at sales@geotrust.com
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